
Policy Statement

Rationale
The use of the latest technology is actively encouraged in the school. With this comes a responsibility to protect
all users and the school from abuse of the system. All sta�, students and parents, therefore, must adhere to the
policy set out below. This policy covers all computers, laptops and electronic devices owned by the School (such
as tablets, music equipment, games equipment, cameras and laptops) within and outside the school. It is
unlikely that any set of rules can cover all circumstances that may arise. The following set of rules is not
intended to be a complete list of all possible “o�enses”. The emphasis is on outlining standards of performance
and behavior which are expected of all school sta�, students, and any other users of the School’s technology
systems and services.

Code of Conduct Declaration

This policy applies to all that have access to the school’s IT system, including email and the internet connection,
both inside and outside of school. The school will provide appropriate training where necessary. In this context,
you are not allowed to use the IT, email or Internet facilities for the following:

1. Sharing or viewing of obscene content.
2. Bullying, discriminatory (for example; racist or sexist) or that break our anti-harassment and equal

opportunities policies in any other way.
3. Sharing or viewing of defamatory content.
4. Hateful or encouraging violence or strong feelings.
5. Fraudulent or showing or encouraging criminal acts.
6. Unethical or may bring the school into disrepute.
7. Deliberate harmful attacks on systems we use, own or run.

You must not use the school IT system, email or Internet facilities for time-wasting activities, such as chain
letters, or for any other private activity that may be considered unreasonable. Bulk emails to groups of students
or sta� must only be sent when necessary.
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1. Access
As a member of sta� or a student of the school , I have access to the following ICT facilities:

1.1. Computers, laptops, tablets and specialist equipment in or outside the school.
1.2. Smartboards and visualisers in teaching rooms.
1.3. A secure username and password for logging into school computer systems
1.4. An o�cial school email address belonging to the School’s domain.
1.5. An accredited, �ltered Internet connection from any computers, laptop or mobile device in

school.
1.6. An allowance of personal user space on the school network.

2. E-Safety
As a member of the school community:

2.1. I will ensure that I am aware of the e-safety policy and how it applies to me and everyone else
within the school community.

2.2. I will report any accidental access to inappropriate material to a member of the sta� team
immediately.

2.3. I will report any inappropriate websites to my teacher, E-safety O�cer or any member of the
sta� team.

2.4. I will be vigilant when searching for images and use royalty free image sites.
2.5. I will always be myself and will not pretend to be anyone or anything that I am not on the

Internet.

3. Computer Equipment
3.1. I will use all ICT technology systems with care and leave ICT equipment as I found it. I will

not tamper with computer/notebook systems or devices (e.g. printers and projectors) and their
cabling, internal parts or casings

3.2. If I notice that ICT equipment or software is damaged or not working correctly, I will report it
via a member of sta� or notify the IT team via the service desk email.
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3.3. I will never try to bypass security features or systems in place on the network, or try to access
resources or a user account that I do not have permission for (hacking).

3.4. I will never attempt to install software on computers, notebooks, mobile devices or ICT
equipment myself or without permission from the School.

3.5. I will always keep any of my user account credentials secure and not tell them to anyone else or
share them with anyone else.

3.6. I will not under any circumstances allow anyone else access to a computer under my logon
credentials

3.7. I will not attempt to go beyond my authorized access. This includes attempting to log on as
another person, sending emails whilst pretending to be another person or accessing another
person’s �les. If I �nd that I do have access to an area that I know I should not have access to, I
will inform a member of the sta� team immediately.

3.8. If I think someone else has obtained my login details, I will report it to my teacher or ICT
technician as soon as possible.

3.9. I will never knowingly bring a computer virus, spyware or malware into school.
3.10. If I suspect a school computer/notebook or a removable storage device that I am using

contains a virus, spyware or other malware, I will report this to the ICT technician or my
teacher.

3.11. I will not attempt to connect to another user’s laptop or device while at school.
3.12. I am  not permitted to establish my own computer network
3.13. I will take care not to eat or drink whilst using ICT equipment.

4. Inappropriate Behavior
4.1. I will not store, download or distribute music, video or image �les on my personal user space

unless they are copyright free media �les related to school work.
4.2. I will not send or post defamatory or malicious information about a person or about  school.
4.3. I will not post or send private information about another person.
4.4. I understand that bullying of another person either by email, online or via text message will be

treated with the highest severity as stated in the School’s cyberbullying policy.
4.5. I will not use the internet for gambling.
4.6. I will not access material that is disrespectful obscene, or that encourages illegal acts, violence

or discrimination towards other people.
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4.7. If I mistakenly access material that is disrespectful or obscene, I will inform a member of the
sta� team immediately or I may be held responsible.

4.8. I will not attempt to bypass The School Proxy.
4.9. I will not take a photo or video of a learner or member of sta� without their  permission.

5. Monitoring
5.1. I understand that all internet and email usage will be logged and this information could be

made available to a member of the Senior Leadership Team on request.
5.2. I understand that all �les and emails on the system are the property of the school. As such,

system administrators have the right to access them if required.
5.3. I will not assume that any email sent on the internet is secure. I will use the school email

signature with a disclaimer.
5.4. I understand that all network access, web browsing and emails on the school systems and

laptops are logged and may be routinely monitored on any computer screen without a
person’s knowledge.

5.5. I understand that there will be a charge for repair or replacement for any loss or damages caused
to the IT facilities and equipment provided by the school.

6. Social Networking
6.1. I will ensure that any personal social networking accounts that I have are not used or accessed

during school hours.
6.2. I will never create a bogus social networking account or site that is associated with a member of

sta�, student or the school.
6.3. If I become aware of misuse of social networking accounts or sites that are associated with a

student or the school, I will inform a member of the sta� team or ICT Network Manager
immediately.
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7. BYOD Policy
Where BYOD has been permitted the following applies:

7.1 BYOD devices are intended for use at school each day and should be brought to school every
day.

7.2 All devices will be enrolled on the school’s mobile device management system, this will ensure
consistent, responsible use that aligns with existing conduct and IT policies.

7.3 While not school property, the device falls under the Acceptable Use Policy whilst on school
property.

7.4 The school will not be responsible for the repairs, loss or theft or any damage resulting from
their use on school property or during school related activities.

7.5 Originally installed software pushed by the school must remain on the device in usable
condition and be easily accessible at all times.

7.6 School mobile devices will be synchronized so that they contain the necessary apps for
schoolwork.

7.7 Inappropriate use of the device or in contravention of the school’s policy will be sanctioned
accordingly

7.8 The security and protection of the device, within reason, will be the responsibility of the
student.

7.9 Should the BYOD policy be extended to a student, the signed parental consent and student
agreement must be obtained before any device is enrolled.

8. Sanctions
8.1. I understand that failure to comply with this policy may lead to disciplinary action as stipulated

in the school’s code of conduct.

9. Acceptable Use Agreement
9.1. I understand that by signing the Acceptable Use Agreement I will adhere to the Acceptable Use

Policy.

Digital signature collected at the beginning of the academic year.
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